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	Role Profile




	Job Title
	IT Officer

	Directorate or Region
	Kenya
	Department/Country
	Business Support Services Kenya

	Location of post
	Nairobi
	Pay Band
	Pay Band 4/H
Salary: Kes 116,154

	Reports to
	Facilities and Administration Manager
	Duration of job
	Indefinite

	Purpose of job:  
To ensure that the British Council Kenya’s IT hardware, software, networks and systems are developed and managed in a professional manner which enables maximum business exploitation, minimises risk and adheres to corporate standards for hardware, software, security and other working practices.
Context and environment: 
The British Council is the United Kingdom’s international non-profit organisation for cultural relations and educational opportunities. For over 75 years, we have created international opportunities and trust between people of the UK and other countries worldwide through our work in the Arts, English, Education and Society. We call this Cultural Relations. We have offices in over 100 countries, and 250 cities. We have been in Kenya since 1947.

The aim of this Business Support Services team is to provide excellent customer service support to staff and ensure strategic management in the areas of Finance, Administration, Human Resources and IT. This key role will support the Facilities and Administration Manager as well as providing vital support and guidance to operational team members. He/she will contribute to the overall support strategy as well as ongoing development of British Council Kenya as a high-performing country and regional operation. 
The IT Officer will ensure that we are fully compliant in all aspects of IT management and use and security and IT provision is in place. A high level of customer service is expected – which will be both proactive and responsive. An innovative approach to IT, which will include investigating and providing new solutions will also be a key part of the role.
S/he will contribute to the development and implementation of a shared vision for the British Council for Kenya. In the context of British Council’s vision, purpose and outcomes to recognise, understand and uphold the British Council’s corporate values: People, Integrity, Mutuality, Creativity and Professionalism and Behaviours: Connecting with others, Working together, Being Accountable, Making it happen, Shaping the future and Creating shared purpose.
S/he will model the values and principles of a collaborative, integrated and mutually supportive team, which is committed to British Council equal opportunity and diversity policy.
Accountabilities, responsibilities and main duties: 
Technical support and management of the IT infrastructure 

To manage and maintain the day to day running of the Kenya  office IT systems in order to deliver IT service level agreements

· System administration of Domain Controllers, Member Server running with Windows Server operating system and Netware Server and computers.

· Manage and maintain the local network infrastructure, liaise and report to Global Crossing for maintaining the Satellite Service.

· Cable infrastructure management.
· Ensure that new software is tested by GSD.
· Configuration of Front Office servers and profiles. Check configuration and maintain integrity against unofficial downloads.

· Antivirus checks of each workstation manual updates. Perform necessary tasks if there is a virus outbreak situation occur in any workstation.
· Building new machine and maintain NetBIOS name as per country naming policy.

· Testing and Integration  - Collaborating with Systems Integration and Software over the introduction of new software and hardware. Submitting new software to Systems Integration and Testing for approval.

· Performance monitoring on the network and escalation of issues.

· Management of the network infrastructure, including routers, hubs, switches and cabling.

· Supporting back office workstations and printers.

· Compiling maintenance reports and taking appropriate actions in light of those reports, including alerting problems to IT Manager.

· Plan and ensure preventive maintenance procedures are carried out.

· Application support for the British Council GTI package and other corporate systems whenever appropriate.
General IT administration
· Manage Printer queues on a network printer, mapping network printers.
· Trouble shoot IT equipment issues and attend to complaints.
· Unlock workstation and user accounts and demonstrating self access unlocking system.

· Monitor all workstation and drive disk space, ensuring documents stored on the disk drives are appropriate and take measures to ensure that disk size is not exceeded.

· Install / build new workstations and printers.

· Create/delete user accounts and local/global groups from Windows XP

· Upgrade and install software according to the needs and escalate to the SMS team.
· Creation and deletion of user accounts, groups in Active Directory. Storage of administrator and application passwords. Clearing locked passwords. Customisation of back office user profiles.  Adding icons into profiles for new applications. 

To maintain the integrity and security of the IT network
Anti-virus Management:
· Ensuring that Corporate Anti-virus software is installed and being used on all the PC's

Back-up Management:
· Ensure daily, weekly, monthly and special non-routine backups are carried out includingchanging tapes, and maintaining a record of the use of backup tapes, maintaining security of back-up tapes and checking the  backup logs.

· Ensuring that backups are stored off site.
· Maintaining backup tapes rotation scheme, record backup, restore procedures and user requests.

· Checking the backup log, ensuring that backups are successful and troubleshoot/report to the GSD any failures.
Provide customer support and training.

· Develop Service Level Agreements with operational units.

· Deliver agreed IT services to staff by understanding their needs and providing the required support.

· Ensure positive feedback from staff regarding quality and speed of support as well as level of customer care.

· Keep up-to-date with IT developments, and provide training and coaching for staff within agreed timeframes.

· Trouble shoot as required.

Explain and enforce corporate IT security policies and advise on IT risk and risk management

· Compliance with corporate guidelines and standards (Corporate IT Standards and Procedures, IT Security and Disposal Policies Service Level Agreements). 

· Data Protection audit and compliance and ensuring that all related regulations are adhered to.

· Contingency planning  - Plan, document and test disaster recovery procedures.

· Ensure all colleagues understand and have read the British Council standards on the use of IT and the IT code of conduct. Regular checks to ensure policy is followed.

· Ensure physical security of IT equipment.

Management of external suppliers and contacts

· To ensure that all IT hardware and software are covered by up-to-date maintenance contracts.

· Negotiation and management of the local Internet Service Provider(s)

· Management of third party technical support contracts and services

· Handlle negotiation, purchase and support from local equipment suppliers

· Assist in the negotiation and drafting of support contracts

· Day to day management of external IT support contracts.
· Co-ordination with the Regional Support Centre and GSD.
Maintain updated information on hardware & software products in Kenya and internationally

· Maintain and improve IT standards and ensuring that both the global and local IT standards and policies are followed. 

· Where changes are required in the global standards the IT Officer has responsibility for submitting ‘Requests For Change’ to the Council’s Change Control Committee.

· Liaise with Global IS and corporate application owners over IT matters and policy, and where appropriate liase with other IT teams in the region, providing support and advice on IT related subjects.

Expenditure management to ensure maximum cost benefit

· Liaise with the Head of Business Support Services regarding procurement policy, budgets and follow local procurement standards e.g. including disposal of old IT equipment. 
· Storage of surplus IT equipment and stocks of spares.

· All procurement and financial operations are performed in line with Essential Finance, budget allocations, approval limits and within agreed timescales. Financial supporting documentation to be obtained for all purchases and submitted to the finance team for retention. 

· Procurement of IT equipment in liaison corporate guidance and Procurement Manager Kenya.

· Procurement of IT accessories (memory sticks, headphones etc).

· Day to day management of the external IT contracts, within a remit extended by Procurement Management Kenya.

· Tracking, regular market testing and maintenance of IT supplier list under the guidance of the Procurement Manager Kenya.
IT Inventory

· Keep up to date records of all IT hardware, purchased software, peripherals, accessories, servers, workstations, printers/scanners, computer names, staff accounts and locations.
· Corporate checks on all PCs to ensure that legal software is being used and copyright laws are maintained.
Key relationships: (include internal and external) 

Internal

· All operational teams
· Head of Business Support Services, Procurement Manager and Finance team
· Global Service desk team
· Regional IT
External

· IT related vendors and IT counterparts at the British High Commission
Other important features or requirements of the job 
(e.g. travel, unsocial/evening hours, restrictions on employment etc) None expected

	Please specify any passport/visa and/or nationality requirement.
	None

	Please indicate if any security or legal checks are required 
for this role.
	CRB check required. Police check required and references sought.


Person Specification

	
	Essential 
	Desirable 


	Assessment stage

	Behaviours 
	Being accountable (more demanding)
Putting the needs of the team or British Council ahead of my own.
Making it happen (more demanding)

Challenging myself and others to deliver and measure better results
Shaping the future (more demanding)

Exploring ways in which we can add more value.
Working together (more demanding)

Ensuring that others benefit as well as me.

	Creating shared purpose (essential)

Communicating an engaging picture of how we can work together.
Connecting with others (essential)

Making regular opportunities to understand others better.
	Interview

	Skills and Knowledge
	An understanding of Windows 7 / 8
Microsoft Office 
Active Directory
Networking
Knowledge of Windows Server 2008
Computing (Level 3)

Marketing and Customer Service (Level 2)

Communications (Level 2)

Project and contract management (Level 2)


	
	Short listing and interview

	Experience
	Minimum of three years working as an IT Manager OR IT Officer.

1st/2nd line support experience for Software and hardware fault resolution.
	Training experience or knowledge.

Working knowledge of SLAs.
	Short listing and interview

	Qualifications
	Degree level qualification in IT/IS or Computer Science.
Professional IT qualification such as MCSE.


	
	Short listing and interview
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